The a l t e r n a t i n g s t e p generator ( A S G ) i s a new generator of pseudorandom sequences which is c l o s e l y r e l a t e d t o the stop-and-go g e n e r a t o r . I t shares a l l the good p r o p e r t i e s of t h i s l a t t e r generator without POs e s s i n g i t s weaknesses. The ASG c o n s i s t s of three subgenerators K , f l ,
.
In t h e p r e s e n t c o n t r i b u t i o n , we determine the period, t h e d i st r i b u t i o n of s h o r t p a t t e r n s and a lower bound f o r t h e l i n e a r complexity o f the sequences generated by an ASG. The proof of the lower bound i s g r e a t l y s i m p l i f i e d by assuming t h a t K generates a de Bruijn sequence. Under t h i s and o t h e r n o t very r e s t r i c t i v e assumptions the p e r i o d and
t h e l i n e a r complexity a r e found t o be proportional t o t h e p e r i o d o f the de Bruijn sequence. Furthermore t h e frequency of a l l s h o r t p a t t e r n s as w e l l a s t h e a u t o c o r r e l a t i o n s t u r n o u t t o be i d e a l . This means t h a t t h e sequences generated by t h e ASG a r e provably secure against t h e standard a t t a c k s .
INTRODUCTION
I n stream c i p h e r cryptography messages are usualy combined w i t h pseudorandom sequences by modular addition. Therefore, schemes f o r t h e generation of such sequences a r e important. They a r e generally based on f i n i t e s t a t e machines and most frequently on l i n e a r feedback s h i f t r e g i s t e r s (LFSR's). To avoid c e r t a i n c l a s s e s of a t t a c k s , t h e s e sequences a r e r e q u i r e d t o have a l a r g e period, a high l i n e a r complexity and good s t a t i s t i c a l p r o p e r t i e s . The a l t e r n a t i n g s t e p generator (ASG) i s closely r e l a t e d t o t h e stop-and-go g e n e r a t o r . Noteworthy is t h a t i t has a l l t h e good propert i e s of t h e l a t t e r g e n e r a t o r b u t does not share i t s weaknesses.
The ASG c o n s i s t s o f t h r e e subgeneratorsK,fl and 3, which a r e interconnected such t h a t fl and # a r e clocked when t h e output of K equals "1" and "0". r e s p e c t i v e l y (Fig. 2 ) .
Mathematically, t h i s g e n e r a t o r can be described as follows: l e t K , p and they a r e independently clocked. In addition, l e t f t : = be the sequences generated by t h e subgenerators K , fl and 3, when
In p r a c t i c e t h e the o u t p u t ut i s described by sequences K , 1. 1 amd will t y p i c a l l y be e i t h e r maximum length l i n e a r r e c u r r i n g sequences (m-sequences) o r l i n e a r r e c u r r i n g sequences. I n t h e p r e s e n t paper, however, K w i l l be assumed t o be a de Bruijn sequence [7] . Such a sequence can e a s i l y be obtained from an in-sequence. I n t h e c a s e of a de Bruijn sequence, t h e proof f o r a lower bound on t h e l i n e a r complexity becomes p a r t i c u l a r l y simple. A treatment o f t h e c a s e i n which K , p and a r e a l l l i n e a r r e c u r r i n g sequences a s w e l l a s some c l u e s on the cascading of t h e s t r u c t u r e can be found i n [ a ] .
The only a t t a c k on t h e ASG we could find so f a r i s a c o r r e l a t i o n a t t a c k on K [ 9 ] . I n t h e p r e s e n t case, however, it does not substant i a l l y reduce the e f f o r t t o break t h e system. In t h i s c o r r e l a t i o n a t t a c k (Fig. 3 ) a t r i a l sequence 2 i s c o r r e l a t e d with K using t h e r e l a t i o n
Fortunately, t h i s a t t a c k only reduces the e f f o r t t o break t h e system t o e s s e n t i a l l y t h e t h i r d r o o t of t h e e f f o r t needed f o r an exhaustive search.
For t y p i c a l parameters K = T ( K ) * Zlz7 it would need 10" years t o search through a l l phases i f 10" phases could be t e s t e d per second. I n t h e f o llowing s e c t i o n t h e r e s u l t s on the period, l i n e a r complexity and frequenc i e s o f s h o r t p a t t e r n s a r e presented. Under these assumptions the period T and the linear complexity L of w satisfy the following relations:
Proof: Using that p(x) and G(x) are relatively prime, the proof follows
and corresponding assertions for ci. 
h a t t h e c h a r a c t e r i s t i c polynomial of p f t must divide p(xZk )
= p (~)~~, 1 . e . it must have t h e form p(x)', with 11 5 2k. Now assume 2 -< 2k-1, then and 5 w e r e defined by % = f t and D p z = p"t1. This equation
which c o n t r a d i c t s S = 2%. This completes the proof. 0 assumptions a r e made on p ( x ) and p ( x ) :
The r e s u l t s o f theorem 1 a r e e a s i l y adapted t o the case t h a t no
The proof i s based on the f a c t t h a t gcd(M,i) = 1 implies g c d ( p ( x ) , p ( x ) ) I x-1 and can e a s i l y be figured out.
The following theorem on t h e frequency of p a t t e r n s holds f o r a lmost a r b i t r a r y K . However, w e w i l l restrict ourselves t o t h e case where K 1s a de B r u i j n sequence, s i n c e we would otherwise need a more general a s s e r t i o n on the p e r i o d . For a more general statement w e ref e r t o [81. In t h i s theorem w e u s e t h e notation Z/(T):= {O,l,-..,T-1~- Remark :
We note that the deviation of this distribution from an ideal one is very similar to the corresponding deviation f o r an m-sequence. In addition, this deviation is due to the corresponding deviation for m-sequences.
Proof of theorem 2: Let t E Z/(T) be represented in the form t = 1 : + (s+EM)2 , r E 2/(2 ) , s B Z/(M), s E Z / ( f i ) and let us first consider the frequency of patterns for a fixed r E Z/(2 ) . Let p = p ( r ) and p = p(r) be defined by
For the matching condition at time t
this implies
1-I
@ i;-
Using the following relations
the sum of equation (13) Without r e s t r i c t i n g o u r s e l v e s we consider the s o l u t i o n s of k e q u a t i o n ( 1 6 a ) . Making u s e o f t h e f a c t t h a t K has t h e p e r i o d K = 2 and t h a t . I K~ = , t h i s e q u a t i o n becomes:
( 1 7 ) L e t 4r: = fr+e-l -f r , t h e n t h e assumptions 2jM and 1.1 an m-sequence imply t h a t e q u a t i o n ( 1 7 
IV. CONCLUDING REMARKS
Under s u i t a b l e assumptions t h e a l t e r n a t i n g s t e p g e n e r a t o r ( A S G ) is a simple and v e r y e f f i c i e n t pseudorandom number g e n e r a t o r . I t 1s f a s t and provably s a t i s f i e s t h e usual c r i t e r i a .
The a u t o c o r r e l a t i o n s , which were n o t d e a l t with i n t h e p r e s e n t paper, a r e a l s o i d e a l f o r a l a r g e range o f delays ( 1 1 1 E Z/(K)). 
